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Abstract – This paper discusses the experience we have teaching ethics on the international Master programme in Network and System Administration at Oslo University College, Norway. The aim of the programme is to teach the theory, principles and practice of system management. We recognize the need for a course on computer ethics designed specially for students of system administration. A great deal of literature on computer ethics discusses the laws and regulations concerning such issues as professional conduct, the use of the Internet, freedom of speech, privacy, and intellectual property. However, ethical conduct goes beyond the law. Modern technology is developing at a tremendous speed, and traditional ethical theory and everyday morals do not always help us to make the right decisions when dealing with computer technology.  The course ‘Social and Ethical Aspects of Systems’ was introduced into the second year of the curriculum. The aim is to make future systems administrators conscious of ethical dilemmas that arise in their profession, and the responsibilities of an employee who has access to all the data flow in an organisation. Also, the students must acquire a basic knowledge of the laws and regulations, both national and international, concerning the use of computers and networks. Emphasis is placed on oral and written argumentation. The course teachers have no formal education in philosophy, but are computer professionals with an interest in philosophy and ethics.
Index terms — Computer ethics, cyberethics, professional conduct, systems administration.
The Network and System Administration Master Programme
Oslo University College teaches an international Masters degree programme in Network and System Administration, in collaboration with Oslo University. All courses are held in English. ‘The aim of the programme course is to teach the theory, principles and practice of system management, including network and system design, analysis, efficiency and security’ [1]. 

The definition of a system administrator is according to SAGE ‘[...] one who, as a primary job function, manages computer and network systems on behalf of another, such as an employer or client.’ [2]. The term ‘system administration’ applies to ‘activities which directly support the operations and integrity of computing systems and their use and which manage their intricacies. These activities minimally include system installation, configuration, integration, maintenance, performance management, data management, security management, failure analysis and recovery, and user support.’ [2]. Thus, a professional systems administrator has access to all the information that flows through the network of an organisation, and is trusted with great responsibilities.

The students must learn professional conduct, and we therefore introduced the course ’Social and Ethical Aspects of Systems’ in the Autumn term 2004. The aim of the course is to ensure that the students acquire an understanding of the ethical aspects of the profession. We wish to encourage ethical reflection and independent decision-making, helping the students to become professionally sure of themselves. They should be able to argue their case from a moral point of view, if for instance asked to do something illegal, or when encountering situations where something that is considered legal may be morally wrong. The course introduces traditional ethical theory of duty, consequence and virtue, as well as national and international law concerning computation. The students write several essays on various topics, where they discuss given ethical dilemmas, and argument in favour of their view. Computer science students often dislike writing, so the course also encourages the writing process, thus preparing the students for the work on their master thesis.

What is Computer Ethics and Cyberethics?
The term ‘Computer ethics’ usually means the ethics applied to the use of computers in general, whereas ‘Cyberethics’ is understood as ethics on the Internet, involving such issues as netiquette, copyright, abuse, computer crime, anonymity, spam, viruses, flooding and spyware.  
Changes in technology require changes in laws and personal attitudes. The use of computers can cause new ethical dilemmas because people are pushed into unprecedented situations. Although many issues that arise from the use of computers are not very different from problems encountered in other aspects of life, the activities on the Internet, the sheer size of the World Wide Web, and the amount of available information often create new problems. System administrators are often contacted to help with for instance investigations into computer related crime or harassment. The difference between right and wrong may be hard to determine, and is not necessarily a question of what is legal or not. 

Most computer scientists are members of the ACM or the IEEE, and so have agreed to be bound by one of the following: 

· The ACM Code of Ethics and Professional Conduct
· The ACM/IEEE Software Engineering Code of Ethics and Professional Practice 

· The IEEE Code of Ethics 

The System Administrators Guild, SAGE, has its own code of ethics [3].
The Philosophy of the Course 
The master students come from all over the world, mainly Europe, Asia and Africa. Prior to entering the master programme, they have completed a Bachelor course in computer science in their respective countries. Many of our students have little knowledge of social and legal matters, having focused mainly on technology throughout their studies. Ethical principles are tools for considering if an act is morally right or wrong. However, everybody must eventually make their own decisions about ethical questions. Computer science students often dislike the aspects of computer technology that can not be measured, and where there is no positively correct answer. We therefore decided that we must relate the case examples in the course to the students’ technical interests and knowledge, and at the same time try to get them interested in social matters.

The following information about the course and the goal of the course is found on the course web pages:‘The aim of this course is to make you reflect on social and ethical issues concerning the use of information technology. The overall aim of this course is to increase your awareness of the implications computer technology has on our society. On the course we will discuss the moral and ethical aspects of life in ‘Cyberspace’, and topics like copyright, freedom of speech, professional conduct and working environments. You should be able to use pro and con arguments of major issues related to the use of computers and the Internet, and be able to argue orally and in writing. 

The students should gain the following: 

· a knowledge of the laws and regulations concerning the use of computers and computer software 

· a knowledge of code of ethics and professional practice for computer engineers

· the ability to argue orally and in writing for pros and cons of ethical issues concerning the use of computers and computer systems. [4]
Pedagogical Considerations

It has been argued that the teaching of ethics should be left to professionals in the field of ethics, since computer professionals do not have the necessary qualifications to do so. Mahowald & Mahowald mention the following problems:


· Computer science faculty have little experience in ethics, and they are uncomfortable teaching in this area. 

· Professors unschooled in formal ethical techniques may fall into the trap of preaching a moral code instead of raising questions, elaborating possible answers, and exploring justifications 

· Any ethics taught will be diluted at best and possibly erroneous. [5]. 


On the other hand, as early as in 1988, Keith Miller proposed including computer ethics components in all computer science courses in the curriculum. According to Miller, ‘the social and technical aspects of computing are interdependent. Technical issues are best understood (and most effectively taught) in their social context, and the social aspects of computing are best understood in the context of the underlying technical detail. Far from detracting from students’ learning of technical information, including social aspects in the computer science curriculum can enhance students’ learning, increase their motivation, and deepen their understanding [7].

This argument is even more important today. According to Gehringer,‘the greatest challenge in teaching ethics in computing is to convey to the students that ethics is not egocentric; allowing one to set one’s own ethics is equivalent to having no ethics at all. Students need to know that there is a right and a wrong. Understanding what is wrong often depends on realizing what harms can occur from one’s actions, and this demands an up-todate knowledge of contemporary social issues affected by computing.’ [9].

Our goal is to help the students to use ethical principles as tools in order to solve difficult ethical dilemmas in connection with their profession. We therefore decided that the best approach would be to use case scenarios in discussions and written tasks, to make sure the students obtain a knowledge of the law, and to use up-to-date examples from professional practice, found in magazines and newspapers.
The course instructors are computer science professionals, both with a Master of Science degree in Informatics from the University of Oslo, Norway. We have little or no formal philosophical training, but defend our position as teachers of ethics, maintaining that a computer science teacher can lead students to recognize that certain ethical questions do exist. Leaning on our professional experience, we can help the students explore how these questions may arise in their future professional lives. Having professors of philosophy teaching ethics in the computer science curriculum could lead to too much focus on ethical theory and general ethical principles, and too little on ethical aspects of technology and system administration. 

Model Syllabus and Course Literature.

In December 2001, a joint task force of the IEEE Computer Society and the Association for Computing Machinery released the final draft of Computing Curricula 2001. The report provides a model syllabus for CS 280T, ‘Social and Professional Issues’. The topics listed in the syllabus are:

SP1. History of computing [core]   

SP2. Social context of computing [core]
SP3. Methods and tools of analysis [core] 
SP4. Professional and ethical responsibilities [core] 
SP5. Risks and liabilities of computer-based systems [core] 
SP6. Intellectual property [core] 
SP7. Privacy and civil liberties [core] 
SP8. Computer crime [elective] 
SP9. Economic issues in computing [elective] 
SP10. Philosophical frameworks [elective]
The report states that ‘the ethical issues discussed in any class should be directly related to and arise naturally from the subject matter of that class. Examples include a discussion in the database course of data aggregation or data mining, or a discussion in the software engineering course of the potential conflicts between obligations to the customer and obligations to the user and others affected by their work. Programming assignments built around applications such as controlling the movement of a laser during eye surgery can help to address the professional, ethical and social impacts of computing.’ [6]
We wished to introduce students to computer ethics and at the same time strenghten their critical thinking, as well as oral and written communication skills. We would therefore like to use a textbook which in addition to presenting ethical theories and principles, also presents relevant up-to-date case scenarios as examples. The book should be suited to the student of network and system administration, and not just present a very general discussion on issues like copyright, freedom of speech, computer crime and so on. 
In order to pick a suitable book for the course, we explored some of the literature available in the field. There are numerous  books with titles like ‘Computer ethics’, ‘Computers and Ethics in the Cyberage’, ‘Cygerethics’, ‘Professional Issues in Computing’, and ‘Computers, Ethics and Social Values’. Many of these books have very similar content, and none of them covered our needs completely. Usually, there is a short introduction to traditional ethical theory describing rationalism, utilitarianism, deontological theories and virtue ethics. The focus then turns to the Internet and legal issues. The examples are not always suitable, and American textbooks focus primarily on American society and US law.
We chose the textbook ‘Ethics for the Information Age’ by Michael J. Quinn [8]. We are not completely satisfied with the book, but it does covers all the major topics listed in the CS 208T syllabus. It has a lengthy introduction to ethics, with seven different theories of decision-making, weighing the pros and cons of each. This gives the student some insight into the process of reflecting on moral issues. There are numerous case studies and examples that are relevant to computer students. There is a variety of questions, case scenarios and excercises, and the discussions on various topics are conducted using different ethical perspectives. In addition to the textbook, we supplied the students with articles on ethics and up-to-date information from newspapers, magazines and the Internet, and encouraged them to search for interesting topics that could be discussed in class. 

Course Activities 
Course activities were lectures, written tasks and discussions. The lectures were on ethical theory, freedom of speech, cybercrime, argumentation technique and essay writing. There were three guest lectures. The topics were ‘Zygmunt Baumann, Post-modernism and morality today’, ‘The Free Software Movement’, and ‘Copyright Issues’.

The students were given short written excercises once a week, in order to prepare for the group discussions. In addition, they wrote three lengthy essays. The purpose was two-fold: First, writing a text improves learning. Second, the writing skills were on the whole poor, and many of the students needed to improve their written English. 

Case scenarios were analyzed and discussed in class. The students had to defend different views, using ethical theory and principles. They were divided into two groups. One group was to be pro, the other con whatever topic was being discussed. This meant that the participants might have to defend a view they did not in fact share. The purpose was to practise logical argumentation and to learn to reason using ethical principles. Topics for discussion were for instance: ‘The pros and cons of censorship on the Internet,’ ‘Moral aspects of wiretapping,’ ‘What do you do when asked by your boss to do something illegal, (like reading other peoples’ e-mail)’, ‘The fight against spam,’ ‘Why copyright,’ and ‘Is plagiarism ever justifiable?’. 
Here is an example of a case scenario used in the discussion group to try to answer the last question. Task: Consider the following scenario. Use ethical theories to determine whether Carla did the right thing or not.
‘Carla is a single mother who is working hard to complete her college education while taking care of her daughter. Carla has a full-time job and is taking two evening courses per semester. If she can pass both courses this semester, she will graduate. She knows her child will benefit if she can spend more time at home. One of her required classes is modern European history. In addition to the midterm and final examinations, the professor assigns four lengthy reports, which is far more than the usual amount of work required for a single class. Students must submit all four reports in order to pass the class. Carla earns an “A” on each of her first three reports. At the end of the term, she is required to put in a lot of overtime where she works. She simply does not have time to research and write the final report. Carla uses the Web to identify a company that sells term papers. She purchases a report from the company and submits it as her own work. Was Carla’s action morally justifiable?’ [8].
Course Evaluation

At the end of the course, the students were asked to answer an evaluation form with 27 questions. The questionnaire is reproduced in the appendix. There were 13 students on the course, and 9 answered the questionnaire. Most of the students enjoyed the course, and decided that the workload was adequate. Many of the students disliked writing, but were more enthusiastic after having taken the course. They realized that they needed to practice their writing skills. Several students also stated that their writing skills had improved. They appreciated the discussion groups, although the discussions were at times rather chaotic, and some of the students felt that others were too domineering. We encouraged the students to take an active part in discussions, and the result was that activity sometimes became too hectic. Ususally, the problem is the opposite, students often do not freely express their opinions. 
Further, the students have become aware that ethical problems exist, and that there is no correct or simple answer to a given problem. They are also conscious of the fact that there is a difference between right and wrong, and even if the law in one country permits what is illegal in another, you still has to decide what is ethical or unethical behaviour.
Conclusion

The course ‘Social and ethical aspects of Systems’ was held for the first time, and we are satisfied with the chosen approach to teaching ethics, where we first lectured about ethical theory, concepts and situations, and then involved the students in discussions of ethical dilemmas. It is crucial to select good examples and up-to-date case scenarios to obtain the learning objectives. We also realized the importance of involving guest lecturers who are used to encountering and solving ethical dilemmas in their every day work.
We were not totally satisfied with the book we chose, and are contemplating not using a textbook in the next course, in the Autumn term 2005. The examples that are presented and the author’s view on ethical matters is often personal and not always relevant. Instead, we will use selected articles on ethical theory, and case scenarios from a variety of books, newspapers and articles. 
After studying the course evaluations, we saw that there is a potential for improvement, and we will include the following in next year’s course:
· Practise in argumentation technique

· More guest lectures

· More controlled and structured discussions 
· Role games, in order to enhance critical reflection
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Appendix

Evaluation Form

1. You have soon finished the master’s programme. How do you view your future work situation? (For instance: As systems administrator, teacher, programmer, gründer etc…) 

2. Do you have any previous work experience? Yes /Some/ No

3. If yes, in which field?

4. How do you rate your writing skills? Very high/ High/Average/ Weak/ Poor

5. Have they improved during the course? Yes/ Some/ No

6. If yes, in what way?

7. Have you previously had any interest in philosophical and ethical questions? Yes/ Some/ No

8. If yes, give some examples of topics that interest you.

9. There are two different views on who should be entitled to teach ethics to computer science students:

a. Professionals with a degree in Philosophy

b. Computers science professionals with an interest in Philosophy and Ethics.

What is your view? a /b / don’t know

Give the reason(s) for your view.

10. How do you rate the usefulness of this course in general? Very high/High/Average/Weak/ Poor

11. How would you rate the overall quality of the lectures ? Very high/High/Average/Weak/Poor

12. Comments:

13. How would you rate the overall quality of the discussion groups ? 
Very high/High/Average/Weak/Poor

15. How would you rate the overall quality of the guest lectures? Very high/High/Average/Weak/Poor

16. How do you rate your own activity on the course? High/Average/Low

17. Comments:

18.  How do you rate the work load on the course: High/Average/Little

19. Has your view on ethical issues changed during this course? Yes/ Some/No

20. If yes, how?

21. What did you enjoy most in the course?

22. What did you like the least?

23. Have you acquired new knowledge /skills that may aid you in your future work? Yes/Some /No

24. If yes or some, in what way? 

25. Would you recommend this course to other students? Yes/No

26. Why/Why not?

27. Do you have any suggestions for improvements? What could have been done differently, and how?

28. Do you have any further comments? 
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