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Abstract

In this literature survey we look at peer-to-peer networks. We
first see how peer-to-peer networks distinguish themselves from the
client/server service model. Then we go more into the detail on how
searches are done in the two different forms of peer-to-peer networks
— Hybrid and Pure peer-to-peer, and look at some experiments with
different search algorithms. Another important factor is the amount
of network resources used to transfer the data, the overhead involved
in maintenance and the cost of searching the peer-to-peer network. At
the end we round up with some important security issues with peer-
to-peer and some solutions to them.

1 Introduction

Peer-to-peer networks have become a large user of the Internets resources.
They provide improved robustness, scalability and diversity over the standard
client/server model by using methods that reduce the need of central servers to
transfer data among the users [1]. Animportant part of the peer-to-peer networks
is the search method used to find data among the peers in such networks. As the
data is no longer located at a central server, other methods have to be used to find
data. The large amount of data transferred in these networks uses much of the
resources of the ISPs and organizations.

The words node and peer are used interchangeably, this because of the way it
is used in the articles and in the definitions of the protocols and networks.

2 Network forms

Most of the traffic on the Internet has been based on the client/server model
where a client connects to a server to retrieve data. Over the last few years
more and more users have begun using the peer to peer networks where there
are no distinction between the server and the client [2]. Figure 1 shows three
network forms, client/server (a), Hybrid peer-to-peer (b) and Pure peer-to-peer
(c). Communications are represented with arrows. The client/server model
has been the most used method for sharing files on the Internet. WWW and
ftp are well known services of this type. In this model the client initiates the
communication and the server sends the file to the client or the client uploads
the file to the central server [2]. Hybrid peer-to-peer network also uses a central
server but only to control the list of clients and to do lookups among other
user’s files [3]. The files themselves are transferred directly between the clients
without any mediation of the server. The server in this case can consist of several
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(a) C/S (b) Hybrid P2P (c) Pure P2P

Figure 1: Network forms. Based on figure in Itakura [3].

machines that might communicate with peer-to-peer protocols but the client only
connects to one of them [4]. Examples of this type are Napster[5], WinMX[6].
The last of the three is pure peer-to-peer. This approach has no centralised server
and each client is an equal participant. Because of this, a search in pure peer-
to-peer networks needs to have some way of distributing the queries among the
peers. One way of doing this is by flooding the peers with queries. Gnutella[7],
Freenet[8] are examples of this kind of peer-to-peer applications.

Table 1 shows a few pros and cons between the two forms of peer-to-peer
architecture. The differences are in the ways the searches are performed as the
data is transferred directly between the nodes.

Table 1: Pros and Cons of different P2P architectures. Table from Lui [2].

P2P architecture | Pros Cons Examples
Pure P2P - No Central server - More network - Gnutella
- Higher fault tolerance | resource consumption | - Freenet
- Simpler architecture | - Low scalability
Server-mediated | - Less network - Central server - Napster
P2P resource consumption | dependent
- High scalability - Less fault tolerant

Peer-to-peer traffic distinguishes itself from normal web traffic in a significant
way. Peer-to-peer users normally retrieve the same file only once while with web
the same page is often retrieved several times. This is because files downloaded
from a peer-to-peer network do not change while web pages usually dynamically
change over time. Users in peer-to-peer networks also have to be more patient as
they may often wait for days or weeks for their files [9].

3 Finding files
Hybrid peer-to-peer has a central server that can handle searches for files. In pure
peer-to-peer the clients have to take care of this by themselves. Because of this

do the methods for finding files differ between the two models. We separate this
into two sections — Hybrid peer-to-peer and Pure peer-to-peer.
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Hybrid peer-to-peer searching

In this model the client uploads its list of files to the server. This can be done in
two different ways, batch or incremental. In the batch method the user uploads
the metadata of the library on connection to the server and the data is removed
when the user disconnects. In incremental update of client lists the metadata
of the library is kept on the server and when the user rejoins only changes are
updated. [4] presents four ways to distribute the metadata among the servers,
chained, unchained, full replication and hash. In chained mode each server tries
to satisfy the search locally, but if it can’t find enough results it will forward the
query to a remote server. Unchained has no communication among the server so
only local metadata is used. Full replication architecture means that all servers
receives all metadata from all servers and do the query locally. Hash divides the
servers by distributing the hashed metadata words to different servers, so each
server holds a subset of the metadata [4].

Yang et al [4] looks at which of the architectures is the best strategy and
concludes with that chained is the best suited as it’s fast, scalable and require
the least amount of memory. Full replication demands more memory as each
server need to hold all the metadata that can become very big with many users.
Hash has very high bandwidth requirements and is best suited for systems with
little exchange of metadata. As most searches are done within a small amount of
nodes the searches can be efficient with short delays [4].

Pure peer-to-peer searching

An important aspect of Pure peer-to-peer networks is how to spread queries
among the peers. Two common methods are the depth first (DFS) and breadth
first algorithms (BFS). Freenet, Chord and CAN are examples of the former and
Gnutella the later [10].

Mache et al [10] looks at improvements on the search algorithm in Freenet.
By using failed requests to add reference to the routing table of nodes, they
improved the search results from the original algorithm. By adding only 25%
of the reference it also performed better after a large amount of actions [10].
They also combined this with a breadth neighbour algorithm to even improve the
results. This prioritizes the neighbour nodes. These improvements contributed
by a factor of up to 9.25. Menasc et al [11] looks at implementing of a directory
in each node that caches data of searches that comes through and a probabilistic
message dissemination method to prevent the flooding of information that exists
in other peer-to-peer networks like Gnutella.

Yang et al [12] looks at three ways to improve the search methods used
in Gnutella, Iterative Deepening, Directed BFS and Local Indices. Iterative
Deepening is based on using several queries with different depths. First it will
use the lowest depth, if that is unsuccessful, it will send a resend message with
TTL of the first search, preventing that nodes closer than the first depth will do
any lookup for the search again. The node at the first depth will then continue the
search until next depth is reached and the procedure will repeat itself for number
of iterations. Directed BFS will use statistics of nodes that gives good results
and only transmit to these nodes reducing the number of nodes to transmit to.
Nodes that receive a query use normal BFS search. In a local indices architecture
nodes cache metadata for nodes within a given radius. When a node joins it
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will transmit its metadata to adjacent nodes. When a search is performed it will
only be processed at nodes given in a policy for the system. The policy usually
lists at which hop to perform searches and when the query is to be dropped. All
these techniques reduce the aggregated cost of a search. A combination of BFS
and DFS is tried in [13] where they look at using peer-to-peer in a information
sharing system where there exists more topics than in a regular file sharing
system. Their method exchanges the TTL with a number of nodes to visit, this
number gets decremented in each node and split among the sub nodes when
it gets transmitted further. Their experiments show that this approach performs
better than the BFS algorithm but that the benefit gets smaller with a large amount
of peers. Their algorithm makes better use of the “small world phenomena” and
works better when there is a change of interest among the peers i.e. looking for
other files.

Another way to do searches in a peer-to-peer system is using a P-Grid
approach. P-Grid makes use of a virtual binary search tree and the prefix of the
search key [14]. By dividing the keys up by the use of binary tries each host has
a list of prefixes and peers that can fulfil that part of the search. So if it can’t fulfil
the query by itself it sends it off to the peer in its list with the longest matching
prefix. When two peers meet they will divide the prefix between them, if they
share a common prefix they can initiate new exchanges by forwarding each other
to peers in there reference list. If they are in a prefix relationship the one with the
shorter key can specialize and extend its prefix [14] [15].

As this uses a normal binary search method it reduces the number of messages
and keeps them quite constant even for a great number of peers. The approach
also has redundancy in the way that several nodes holds the same prefix so if one
peer disappears the information stored by that peer will still exist in the system.

Randomness is used where the search is dispatched to prevent queries to
always end up in the same group of nodes as all information in that prefix
might be divided among nodes in different parts of the tree. This happens
because how the information is updated depends on the interconnection of the
peers. Simulations on the number of messages [15] shows that Gridtella (a
Gnutella compatible peer-to-peer system using P-Grid) uses only 61-72 messages
on systems consisting of 20000-200000 peers compared to Gnutalla using 8744-
78728 messages. The number of messages on Gnutella doesn’t show any increase
when there are more than 80000 peers. On the other hand a comparison between
Freenet and P-Grid shows that both use about the same number of queries when
the network is stable [16]. Freenet needs to use a large amount of messages until
the network is stable while P-Grid uses few messages even before it is stable.
As a comparison, P-Grid has a much smaller routing table than Freenet. P-Grid
uses 35 entries compared to Freenets 250. When the number of routing table
entries for Freenet is reduced to 35, the amount of messages increases to a much
higher number, showing that Freenets method relies on a large number of routing
entries.
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4 Bandwidth usage
Overhead

A peer-to-peer network will base its communication on the flow of the protocol
and doesn’t use the topology of the routers for its signalling. As all traffic
gets routed internally in each node, traffic between nodes relies on the normal
Internet topology. This may, among other things, make the queries pass the same
router several times during a query depending on the location of the nodes in
the network. The signalling by itself, like keep-alive messages does also create
much trafficc A measurement done by Matei [17] in November 2000 on the
Gnutella network showed that only 35 percent of the traffic was queries and
the rest was overhead. The remaining 55 percent was maintenance of group
memberships. Measurements done in June 2001 showed that this was improved
in newer version as the queries now used 91 percent of the traffic. They also made
an estimate for a large Gnutella network of 50000 nodes that shows that it would
use about 1GBps of bandwidth excluding file transfers. This adds up to about
330 Tbytes per month which is 1.7 percent of the total traffic estimate for the U.S.
Internet backbone in December 2000.

Requests vs. Bytes

On a measurement done on Kazza [9] they divided the size of the requested
objects in three groups, less than 10MB, between 10 and 100 MB and above
100MB. These measurements showed that the larges number of request where
done for small files (91%) but most of the traffic (65%) is for the files larger than
100MB.

Locality

Sen and Wang et al [18] measure the traffic on the border routers of a large
ISP using the known ports for three well-known peer-to-peer network, Fast-
track (used by Kazza), Gnutella and Direct Connect. This method made the
measurement see all the traffic without differentiating between signaling and
actual data that where transferred. This approach also has the benefit that it
doesn’t care if the data is encrypted or the need for any knowledge over the
protocols. On the other hand it won’t see any data that is transferred on other
non standard ports. For all the different peer-to-peer networks the measurements
show that the amount data transferred is not spread evenly among the nodes, but
rather that a small amount of nodes is transferring a large amount of the data, the
top 1 percent of the IPs transferred between 64-73 percent of the data. It seems
also, that a few hosts have a large amount of connections to other hosts. This
is somewhat better when you look at the prefixes or the Autonomous Systems,
which shows communication with a larger group. The high volumes and good
stability of this kind of traffic can give the ISPs the possibility to use application-
specific layer-3 traffic engineering to manage the workload this kind of traffic
generates in their networks [18].

Sen et al [18] and Gummadi et al [9] suggests that Indexing/Caching might
be a method to reduce the amount of data that is transferred in and out of an
organisation or ISP. Also the use of locality aware search mechanisms would help
reduce the load created by this kind of traffic. In Kazaa a large percentage of the
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data (86%) could be avoided using a proxy [9]. The use of Indexing/Caching
mechanisms is a solution very few organizations want to use because of legal
and political situations that could arise if they stored illegal content [9]. Lui et
al [2] looks at the interoperability between peer-to-peer networks by the use of
peer-to-peer gateways to translate between the different protocols; this should
also be a good place to put any such caching functionality but will have the same
legal problems as a pure caching mechanism.

5 Security

Security requirements in a peer-to-peer system can be assigned into four general
areas — availability, file authenticity, anonymity and access control [19]. Nodes
might be attacked (Denial of service), files are not what they say they are,
preventing people from seeing who shares what or users may share private files
without their knowledge.

Many things can reduce the availability in a peer-to-peer network. A
malicious peer might join the network giving false replies to queries to make
other peers download viruses or other junk files or give replies to all quires that
point toward one host to make a denial of service attack against that peer [1][19].
Other methods might be to serve files at low speeds so downloads takes ages
preventing the peer to get the file it tries to retrieve.

Even in a network without any malicious peers search results might yield
conflicting results. A search for a given keyword returns a number of results
that looks like the same but are different. Which of the results is then the most
authentic? Prioritizing of the results could be done on the basis of age of object,
graded by experts, voting on the object or reputation of the one giving the results
[19].

There can be many reasons for the need of anonymity like censorship
resistance, freedom of speech, sharing of copyrighted material, protection of
privacy and retrieval of public information in a police investigation [19].

Another problem is how to manage access control in an open peer-to-peer
system so that no secret or private documents or copyrighted material are shared
[19].

A method to improve the availability and file authenticity is to add
a reputation system to the network that users can use to vote after they
downloaded a file. These methods must have ways to prevent misuse of the
system to gain better reputation and ways to hold this kind of information in a
peer-to-peer system where peers joins and leaves at random [1].

A method to implement access control is to have secure peer-groups in the
peer-to-peer network that authenticates users with passwords or domains and
prevents the sharing of files with certain rights outside that group [20]. Also how
the users add files for sharing is a problem as novice users might share more
files than they think they do [21] or different persons do different things on the
computer like one storing private files while another shares files without looking
or caring about what is shared [21].

Anonymity also creates a problem, first you need to locate what you want
to download and then download it. But then if you dont know where the file
lies and cant get hold on that information how do you then download it? Some
try to create server anonymity through broadcast searches (Free Haven), others
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don’t have server anonymity but author anonymity (Freenet). A way to have
anonymity is to use a series of proxies to communicate among the peers so no
one communicates directly with the source of the information, this can be done
both ways to prevent anyone for knowing who they really talk to. The proxies
may be other clients in the network [19]. These kinds of proxies might reduce the
performance of the search on the peer-to-peer network.

6 Conclusion

Peer-to-peer networks produce a large amount of traffic in today’s Internet. One
important part of a peer-to-peer network is its search algorithm. The search
method used has a great impact on how many messages are used to find the
items in the query. The location of the nodes will also have impact on the load
these networks generate on the infrastructure. Pure peer-to-peer networks is
also moving toward having nodes working as a central meeting ground to get
some of the architectural benefits from the Hybrid peer-to-peer networks but
keeping the availability and robustness benefits of not predefining any nodes
to this task but have the network do it dynamically. By the use of proxies or
by implementing search algorithms that take locality into account, the resources
usage on the Internet could be reduced. Security is also an important part that has
not been addressed by many peer-to-peer networks but more and more start to
think about how to improve the anonymity of the users and ways to implement
methods to create ways to use peer-to-peer to share secret information within a

group.
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